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Foreword 
by Ian Dyson QPM

The criminal landscape has changed a great deal 
since I began my career in policing. Part of this has 
been people moving their lives and businesses 
online, and the increased expectation in society for 
things to happen immediately. The days of waiting 
three to four days for a cheque or money transfer 
to clear are rapidly disappearing. With both these 
trends comes a scale of crime in both volume and 
value that is truly staggering.

While traditional crime such as burglary, 
car theft and assault has fallen 75% since 
1995 according to the Police Foundation, 
the technological revolution has created 
a transformative space for fraud and 
cybercrime to proliferate.

The mass digitalisation that took place at 
the front of the pandemic has accelerated 
growth of an already increasing risk. Fraud 
offences have become the most common 
crime in the UK as criminals seek to exploit 
human and security vulnerabilities for 
personal gain at the cost of individual and 
commercial finances, and the public purse. 
Estimates vary, but in the worst cases, 
place the cost of fraud to the UK at more 
than a hundred billion per year.

In the conversations I have had with 
specialists in the counter fraud sector 
(some of whom took part in the survey 
driving this report) there is clear motivation 
to invest more resources in prevention 
to seek to control the opportunities for 
criminality. Yet the relentless demand 
means teams are working incredibly 
hard and are operating at full capacity in 
reacting to that demand. Investment cases 
for prevention are often challenging to 
secure, as benefits can be long term and 
more challenging to quantify.

Organisations across the public and 
private sectors must understand that 
without investment and a preventative 
focus, the scale of the issue will continue 
to grow exponentially. The importance of 
empowering and continually developing 

counter fraud functions cannot be 
underestimated. These departments 
are vital and will become increasingly 
important in protecting their organisations 
and the public from significant financial 
harm. Partnership is key in this challenge. 
I cannot think of any crime type that has 
reduced without careful investment in 
partnership and preventative problem 
solving – just think how car crime has 
reduced through improved vehicle  
security and developments such as  
in-built audio systems.

In defending against fraud attempts 
in an ever-changing digital landscape, 
the counter fraud community must 
improve its collaboration around data, 
intelligence, and methodology. It requires 
confidence – ‘dare to share’ – and not 
seeing legislation as a barrier. If there is a 
will to do it, continued intelligence sharing 
will be critical in keeping pace with the 
developing threat and making this crime 
less profitable.

We must continue to share insights 
from existing and closed cases, be bold 
in secure and seamless sharing of data 
between organisations, and best practice, 
from recruitment, use of technology, 
securing investment, and preventative 
work. If we don’t, we will fail to address the 
most significant criminal challenge of the 
modern age and will have let the public 
and society down. It is that stark.

Ian Dyson QPM

Former Commissioner, 
City of London Police
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Implementing new technology during the 
pandemic was counter-intuitive when faced 
with such a pressurised backdrop and diverted 
resources. But fraud risk thrives on chaos and 
confusion, and we had a job to do.

The investment cost time, extra work and  
short-term criticism but has returned dividends.  
We have cut down the risks of maintaining data 
locally, reduced rework, and can now easily share 
best practice and proactive exercises to build  
greater organisational awareness.

A measured implementation process helped 
create engagement and a closer, collaborative 
ethos that has, in turn, helped to cultivate more 
effective results and influence for our team.

Richard Hampton 
Head of Intelligence and Fraud Prevention 
NHS Counter Fraud Authority
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What’s impacting 
counter fraud teams?

facing increased 
demand

concerned early 
warnings signs missed

challenged 
by recruitment

increased 
in size

see potential 
for automation

struggled 
with investment

overwhelmed 
by data

75%

58% 75% 80%

85%

67%

70%
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Progress on the  
path to prevention

Fraud now represents 40% of crime in the UK 
(Police Foundation). It’s a troubling statistic 
that’s not easy to swallow.

The offence has increased nearly 20% 
as a direct result of the pandemic 
(ONS), and now costs businesses and 
individuals across the UK £137 billion 
every year (Crowe). The cost of fraud to the 
government is estimated at somewhere 
between £29 to £52 billion each year 
(Government Counter Fraud Function).

The challenge for counter fraud teams is 
vast, and workloads are greater than ever. 
Rapid digitalisation has exposed new and 
gainful avenues for opportunistic and 
innovative fraudsters. All this activity takes 
money away from vital public services 
and damages trust in government. To cite 
just one tangible example of that impact, 
annual loss to the NHS from fraud is 
equivalent to the cost of employing 50,000 
fully qualified nurses (Policy Exchange). 

Not only are the means to fraud evolving, 
so too is the typical perpetrator. Fraud 
is no longer the domain of seasoned 
white-collar criminals. Access to illicit 
technology, sensitive data and insider 
knowledge on the dark web has potential 
to entice renewed interest from lone-wolf 
opportunists and organised crime groups. 
As record cost of living rises continue, 
more individuals will be attracted to  
this low-risk and lucrative global crime  
of choice.

Prevention must become the priority

But the battle is far from lost. At Clue, 
we believe confidence should be drawn 
from the progress made by counter 
fraud frontrunners who are pioneering 
increasingly advanced and sophisticated 
techniques to halt fraudulent activity in  
its tracks. 

Underpinned by strategic investments in 
technology, counter fraud teams are now 
employing a combination of intelligence 
and collaboration to move from reactive 
models to those of proactive intervention. 
It’s only by striving to make this crime 
uneconomical that criminals will be 
deterred, and underground innovation  
be stalled. 

Pockets of best practice 

Ahead of this report, Clue surveyed 
counter fraud specialists on the front line 
of government and the public sector to 
identify the key challenges faced by the 
UK counter fraud community. We expect 
many of these will resonate with readers. 
At the same time, our research surfaced 
pockets of best practice being adopted  
by investigations teams which are  
enabling them to push back against  
the growing threat. 

Our research showed that despite a rapid 
rise in fraud, ground is undoubtedly being 
made to counter it. Routes are being 
mapped and tools are being acquired on 
the path to prioritising prevention. In the 
following report, we will share these steps 
forward considering those key challenges.
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The last few years have not been easy for our 
team. Not only has Buckinghamshire Council 
become a unitary authority for five districts, the 
pandemic and ever-increasing rates of fraud have 
combined to create a ‘perfect storm’ scenario. 
Collaboration, purpose, and proactivity have been 
instrumental traits in our efforts to overcome 
these challenges.

While skilled fraud investigators are hard to come 
by, we’ve focused on developing our team from 
scratch, seeking out internal experience and 
expertise and developing long-term strength 
through apprenticeships. By fostering fraud and 
risk champions from within each department and 
directorate, we’ve developed awareness and skills 
across the wider organisation.

And by learning from our neighbours and regularly 
sharing lessons through open benchmarking, 
we’ve drawn huge value from shared intelligence. 

Michael Frost 
Audit and Anti-fraud Manager 
Buckinghamshire Council
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Hitting escape 
on spreadsheets

Data and case management platforms can enable 
teams to be more proactive with limited resources.

THE CASE FOR DATA INSIGHTS

The hard truth is that the more you look 
for fraud, the more of it you’ll find. It’s 
for that reason that counter fraud teams 
must too often focus limited budgets on 
firefighting. But with 85% of investigators 
concerned they are missing early warning 
signs, simply reacting to immediate cases 
is not an effective approach to containing 
the evolving threat.

Teams can’t work harder so they must 
work smarter. Many organisations 
reported they are parting ways with 
spreadsheets which are disjointed,  
error-prone, unsecure, unscalable and 
difficult to integrate. Data intelligence 
tools are being adopted instead, offering 
secure and unified project access and 
management combined with powerful 
analytics and global search capabilities. 
Easily deployable and intuitive, these tools 
are enabling teams to create a single 
source of truth from proliferations of 
previously unstructured data. 

Meanwhile, investigations platforms can 
present data in ways that simply aren’t 
possible using spreadsheets, highlighting 
relationships and patterns among 
individuals, organisations, locations,  
and events that might otherwise be  
left unexplored. 

Data intelligence tools don’t replace the 
demand for talent. It’s sometimes the case 
that onboarding new technology requires 
upskilling staff or hiring new specialists. 
However, the teams we surveyed roundly 
lauded a move towards platforms that 
offer a unified view of activity to better 
inform the deployment of existing 
resources. These tools offer better scope 
for detection, helping departments to 
effectively prioritise and manage their 
limited resources and gain more control 
over activity.

Technology is crucial to deal 
with the vast amount of data 
we work with… There is a lot 
of emphasis on using data 
science to target our work by 
identifying early warning signs.
Survey respondent

We are concerned 
that we miss 
opportunities 
to identify early 
warning signs.

35% To a great extent

50% To some extent

5% To a little extent

10% Not at all
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Unlocking 
the hive mind

More seamless intelligence and data sharing 
is vital to keep pace with changing threats.

It was notable that staying ahead of 
entrepreneurial and agile criminals 
is difficult for our respondents, if not 
impossible. In a mercurial fraud landscape, 
intelligence sharing is regarded as a  
crucial tactic.

Respondents emphasised that effective 
intelligence sharing now hinges on the 
ability to transfer data. With 50% of 
investigators claiming to be overwhelmed 
by data volumes available, building an 
effective culture of intelligence sharing 
requires a combination of smoother 
compliance, and better consolidation and 
management of data if valuable insights 
are to be gleaned. 

Aside from access to open data 
programmes such as those led by National 
Fraud Initiative and non-profits such as 
Cifas, the survey highlighted an appetite 
for better interoperability between both 
internal systems and other organisations. 

APIs can help secure interoperability 
between systems and organisations. 
However, implementing data sharing 
agreements between departments, 
agencies and organisations is a necessary 
point of focus in overcoming issues of 
compliance more seamlessly. 

By enabling multiple systems to ‘talk’, 
investigators across the public and private 
sector can make decisions led by real-time 
data, providing them a better chance of 
keeping pace with newly emerging threats 
that could otherwise fall under the radar, 
be deprioritised or disregarded. 

Outside of sharing hard data, members 
of the counter fraud community should 
also lay the groundwork for strategic 
partnerships through events, meetups and 
working groups, in turn helping to foster 
a wider recognition of the importance of 
collaboration in counter fraud.

We ignore the opportunity 
to leverage data across the 
public and private sector 
at our peril. We need to 
collaborate to make this sort 
of criminality uneconomic.
Survey respondent

50% To a great extent

30% To some extent

15% To a little extent

5% Not at all

THE CASE FOR INTEROPERABILITY 

We feel 
overwhelmed  
with data which is 
often disconnected 
and siloed.
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THE CASE FOR AUTOMATION

We spend too 
much time doing 
manual processes 
that could be 
automated.

Automation lite

Controlled and transparent automation is  
important in reducing manual workloads as 
reliance on data insights grows.

Admin and data entry tasks don’t tend 
to be what attracts investigators into the 
profession. But with three-quarters (75%) 
of investigations teams reporting that time 
is easily consumed by manual processes, 
specialists are too often held back from 
doing what they signed up for. 

With more time being allocated to 
extracting data insights, stretched 
teams are exploring how automation 
technologies can relinquish resources, 
especially when combined with moving 
workflows into a single system. 

However, the degree to which automation 
technologies are implemented must be 
balanced with the ability to configure tools 
and processes and retain human oversight 
of delicate investigations. 

Respondents spoke positively of progress 
with controlled and measured approaches 
to automation. Projects include connecting 
interoperable systems to ease processing 
of unstructured data. Entities from 
documents, or notes, for example, can be 
automatically indexed and cross-checked 
against a ‘watchlist’ already known to  
the investigator. 

Perceived rates of adoption are varied. 
One organisation reported their use 
of automation was already “slick”, for 
example. Another claimed they were 
exploring machine learning and AI 
techniques. Others admitted automation 
tools within current systems could be 
better utilised. 

Not only is unlocking investigators’ time 
crucial to shift the balance towards 
preventative counter fraud activity, 
but automation technology also offers 
advantages to active cases. Disclosure was 
regarded as a process ripe for automating 
resource-intensive data entry and 
redaction procedures. 

Automating aspects of investigations and 
detection requires caution, however. 
Automation should be employed 
not to lead an investigator’s work, 
but to assist and support it. In a field 
laden with sensitive information and 
profound consequences, it must be clear 
exactly how, why, and what decisions 
are being made by technology and 
where human decision-making must 
intervene. Transparency, auditability, and 
repeatability of all automated activity is key. 

Using technology to manage 
the data we have could enable 
us to turn it from a threat to 
an opportunity. If criminals 
are making effective use of 
technology, we should be.
Survey respondent

30% To a great extent

40% To some extent

20% To a little extent

10% Not at all

While a discussion around ethics is 
essential, however, organisations  
should not lose sight of the quick wins 
that are available. 
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THE CASE FOR NEW RECRUITMENT STRATEGIES

How difficult was 
it to find suitably 
skilled and 
qualified applicants 
in 2021? 

No cookie-cutter 
candidates

Recruitment strategies are shifting as data  
analysis and technology plays a greater part 
in the role of investigators.

Technology can help to manage rising 
workloads, but adequate peoplepower 
remains important. It’s positive that more 
than two-thirds of (67%) of teams have 
reported growth in the last three years. For 
38%, it was a significant hike – one team 
reported growing fivefold since 2019.

This growth reflects the rise in fraud in 
recent years and an increasing recognition 
of the vital counter fraud function. The 
sector is moving in the right direction when 
it comes to recruiting reinforcements 
and reports no shortage of applications. 
As teams grow and organisations 
continue to operate remotely, centralised 
case management tools will become 
instrumental in managing a dispersed 
workforce and ensuring workflows  
are consolidated.

With recruitment ongoing, the unanimous 
challenge among respondents was 
securing the right talent.

Candidates often have strong detective 
backgrounds but lack specialist knowledge, 
experience in the current fraud landscape, 
and digital skillsets. Meanwhile, promising 
applicants can occasionally be lost to 
lengthier recruitment processes while 
highly skilled individuals will often be 
enticed into the private sector by more 
competitive compensation.

Lacking cookie-cutter candidates, forward-
thinking recruiters are changing tact, 
implementing training programmes to 
create new routes for ‘non-traditional’ 
candidates, including individuals from 
policing or military backgrounds with 
transferrable skills such as emotional 
intelligence.

Rechannelling entry points to counter 
fraud is no bad thing. A greater reliance on 
data and technology requires innovative 
approaches to investigations and fresh 
thinking. Recruiters must harness this shift 
to attract a new generation of data-led, 
digital investigators seeking roles with a 
purpose first.

Recruitment to date has 
been straightforward. 
For specialised roles, it may 
prove more challenging.
Survey respondent

16% Very difficult

42% Quite difficult

16% Quite easy

21% Very easy

5% Not applicable
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THE CASE FOR GREATER AWARENESS

Does your 
organisation 
see effective 
technology as 
important in 
tackling fraud? 

Constructing a case 
for technology

Acquiring tech investments requires doubling down 
on counter fraud awareness inside organisations  
and across the public and private sectors. 

The rapid digitalisation of business 
has become fraud’s greatest enabler. 
If criminals are making effective use 
of technology, “we should be”, one 
respondent said.

For a concerning 15% of respondents, 
technology was viewed by senior 
management not as an investment but an 
overhead. That’s despite reduced average 
losses of 40% among companies who 
designed weaknesses out of processes 
and systems (University of Portsmouth 
Centre for Counter Fraud Studies). For 
most organisations (75%), the adoption  
of counter fraud technology is regarded 
as an important driving force in effective 
fraud prevention.

While more than a third of respondents 
(35%) claimed to be able to access the 
investments they required, for others, 
organisational recognition doesn’t 
translate to reliable support.

In the case of acquiring data science tools, 
teams are often “in the queue” with other 
departments within their organisations 
who are equally reliant on accessing 
data insights. But the central issue in 
acquiring budgets is that the return of 

investment into technology that facilitates 
preventative activity is – by its nature – 
difficult to quantify. On the other hand, 
results of handling reactive cases can 
be clearly underlined. The irony is that 
the most beneficial solutions available 
to investigations teams support better 
reporting through data visualisations, 
dashboards, and exports, enabling teams 
to quickly and easily present stakeholders 
a regular and concise snapshot of current 
progress. This can help ensure better 
understanding and awareness across the 
organisation of the value of investments.

A lack of immediate buy-in from the 
top doesn’t mean investigations teams 
shouldn’t open dialogue with technology 
partners. If they are worth their salt, 
providers will supply ample evidence of 
how their solutions have helped similar 
cases, explain how they can be tailored to 
an organisation’s unique circumstances, 
and be able to articulate a firm outline of 
expected time to value. This information 
can supply the bricks and mortar for a 
robust business case.

Investment typically follows 
identification of the problem, 
so prevention strategy 
investment may not all 
be forthcoming.
Survey respondent

30% To a great extent

45% To some extent

10% To a little extent

15% Not at all
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The British Council is a large international not-for-
profit organisation which works all over the globe, 
in operational environments which can have a high 
risk of fraud and corruption.

The threat from fraud has never been higher,  
which can ultimately impact the public purse  
as well as organisational assets and reputation.  
The primary function of any counter fraud team 
should be the prevention of fraud, but proving 
return from this approach remains the holy grail of 
fraud management. The British Council’s investment 
in counter fraud and compliance continues to grow 
as the threat from fraud increases.

It’s vital that greater education and awareness 
continues. We’re making good progress; the fraud 
risk is taken seriously, and we’re moving forward 
towards an organisational culture of awareness  
and compliance.

Dave Carter 
Head of Global Counter Fraud 
British Council
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Small wins will 
amount to big changes

Organisations across the public and private sectors 
face a perfect storm of fraud blown in by technology, 
market conditions and the digitalisation of business. 
The situation shouldn’t be watered down.

Up against such a challenge, concerns 
in counter fraud abound from missed 
early warning signs, unmanageable 
data volumes, time consuming manual 
processes, the difficulty of recruitment, 
and a lack of technology investment. 

What the research uncovered is that in 
weathering these challenges, leading 
counter fraud teams are developing 
pockets of best practice. They are pivoting 
their approaches to become more agile 
with the personnel, skills, and technology 
at their disposal. 

To recap, key findings from our survey 
included: 

Data and case management platforms can 
enable teams to be more proactive with 
limited resources.

More seamless intelligence and data 
sharing is vital to keep pace with  
changing threats.

Controlled and transparent automation is 
important in reducing manual workloads 
as reliance on data insights grows.

Recruitment strategies are shifting as data 
analysis and technology plays a greater 
part in the role of investigators.

Acquiring tech investments requires 
doubling down on counter fraud 
awareness inside organisations and across 
the public and private sectors.

In making small wins, investigations 
teams will not only begin to hit back 
against a growing threat but demonstrate 
across their organisations and the wider 
community what success looks like, 
contributing to greater recognition of and 
investment into this vital function.

The path to prevention is a long one,  
but every step forward puts fraudsters 
on the backfoot and makes this crime of 
choice less profitable. With the potential 
to save the UK public services billions 
per year, continuing to pursue proactive 
counter fraud strategies must remain the 
top priority. 



About Clue

Clue is a SaaS investigation case management and 
intelligence platform used by governments, police, 
private, and non-profit sectors globally to help 
counter threats including fraud, organised crime, 
corruption, terrorism, and environmental crime.

Clue helps organisations doing vitally 
important work, including protecting 
government budgets against fraudulent 
claims, disrupting human trafficking and 
organised criminal gangs, and catching 
cyber criminals.

Our customers are dealing with 
increasing volumes and complexity of 
data to counter ever-evolving threats. We 
are bringing AI, automation, data insights 
and more into Clue to support their work 
to secure justice and prevent harm.

To find out more please get in touch at 
info@clue.co.uk

clue.co.uk

About this research

Research for this report was gathered in 
January and February 2022. Interviews 
were conducted with counter fraud 
experts across UK central and local 
government departments, agencies,  
and public bodies. 

Thanks to all our contributors, which 
included counter fraud specialists from: 

British Council

Buckinghamshire Council

The Charity Commission

Financial Conduct Authority

Food Standards Agency:  
National Food Crime Unit

Food Standards Scotland

Gloucestershire NHS  
Counter Fraud Service

NHS Counter Fraud Authority

UK Health Security Agency

Some of our contributors 
chose to remain anonymous. 
These included counter fraud 
specialists from government 
agencies and police forces. 


